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Abstract: Collaborative tagging is faced with the risk of user privacy disclosure, and privacy protection for
collaborative tagging quality and user personalization is required to improve the security without significantly
affecting collaborative tagging quality. Firstly, this paper analyzes the research status of collaborative tagging
privacy protection problem. Then, social tags based user identification system STBUIS is achieved, which
integrates four algorithms, including user emotional feature extraction algorithm, layered characteristics
probability distribution extraction algorithm, resource information integrated layered feature extraction algorithm,
and objective feature extraction algorithm, such as time, location and user relationship. Compared with the related
works, STBUIS has a higher precision. Based on these security flaws, the collaborative tagging user privacy
protection system CTUPPS is achieved. CTUPPS not only pays attention to protect users from identification
attacking, but also tries to decrease the costs of privacy protection. Compared with the existing collaborative
tagging privacy protection systems, CTUPPS can keep the privacy level with smaller impaction on the
collaborative recommendation system when faced with the identification attacking tests.
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